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No i n of measures Action Item
=) BEPL -5, WREF2 VT BLELNDEZE(C LSBT TR EHET BTz, To ensure that servers and routers can not be accessed physically except by information security
BEED SN — U~ ACRET S, officers, they should be installed in a server room isolated from the office.
=) UL— L HRIEES 5, The server room must be locked.
N . Record entry and exit from the server room.
) U= LADABBIRRESTS,
11 [Y—/GREICDONT About server installation
. | The contents to be recorded are as follows:
RIS 3NEEATETS, . :
L AEEEE 1. Date and time of entry and exit
A 2. Name of entry / exit person (In the case of a person outside the company such as a consignee,
2 NEEES (BRAREHADEOBE, HEEED)  / exit person ( P pany o
; include company name)
3. ABZ0EN ‘
3. Purpose of entry / exit
—)(&. W — 0 BETD. M: d network fi tion.
12 |o—rommeone U=/ BEUTY RO~ SOWRERET bout server configuration | 119° Server and network configuration
WAEZEULBAR. KTTYIF— MERTS. If you change the configuration, be sure to update it.
P P, I S BBECE, DOLAPD— AFOBRBIEOSD. WATZEACI AN [ When using external recording media, format it in advance to prevent infection of viruses, worms
ERIET S, and so on.
R B o ‘ Take into consideration the service suspension allowance time, if necessary, to monitor the life-
- ERSILFSHIESBL. LECHL T24RM365E0Y —) (OIEE#, UY—R(CPU, XEY | ) ) )
14 |BR . Monitoring and-death of the server 24 hours a day, 365 days, to provide a mechanism of operation
%0, WREROHAHEIET.
monitoring of resources (CPU, memory, etc.).
s |met WEEEES LR RSP0 —) (O, Y- CXBUHRSHIEEE L) o7y TwEs [0 Considering the time of failure, taking into consideration service allowable time such as making
ECEU TS storage and servers redundant, apply backup configuration as necessary.
~ R o e In the case of on-premises, establish an entry and exit management system by authentication at
ALTUSZAOBE, H—) SR FBIEC £ HARERS X5 AR, ANBEHTULE1—50 _ ) ) '
the server installation location, and implement a mechanism that lets enter only users allowed
HIANBIEHEIT o o
10aSE 55 ROBE, WREF1 VT« BESNERIUE 7DD SOHMMFETR BIHEMEN g
5 In the case of cloud services such as Iaa$, it is necessary to implement a mechanism by which
° only the account permitted by the information security officer can operate.
N In the case of on-premises, implement a mechanism to acquire entry and exit management logs
16 |ABEE AVTUSZOBE. H—) WESFADNREEOS ERET SHLAHEIET. Entry and exit management prem g a i ° ¢
to the server installation location.
1aaSE 55 ROBE, IFODEIIGS BIEMENET .
In the case of IaaS etc. cloud services, apply a mechanism to acquire the operation log.
Apply a mechanism that allows confirmation of entry and exit management logs and operation
AREROSPREDIE, BBICEL TRETS HBHEIET, PRy v ! 9 9 P
logs as necessary.
. At least once a year, carry out the inventory of the users registered in the entry and exit
FAELLE. AR 2T ACBRENTNS1-YBLU. laaSETHD> MBI ERIET 5. v v i o v !
management system and the IaaS operation accounts.
In the case of on-premises, install surveillance cameras at the server installation place or
17 |m# ALTUSZAOBE. H—) WESHS D EEADCERNASELE, BT 5. Monitoring premt " ! place or
entrance and monitor them.

TS5y hIA—AICET B1zF 1 UF + #15. Platform security measures.

No MR E =] Classification of measures Action Item
BT (2L, BULSHIBRT B, Stop or delete unnecessary services.
B R TR Y MO — S MAGERERICE. SRR SRS, Apply a mechamsr.n that doe.s not return a response to a connection request to a network port
R that does not provide a service.
21 |[g—ezpm—h ice and port
N - At the very least, implement vulnerability assessment of servers once a year.
FIEB L, H—) (OS2 ERIEYT 3. : : . . :
) > . When there is a change in the configuration, vulnerability diagnosis should be carried out as
WARICEEN GO HEL, MESSEZI LR IIE U TRIEY 2.
necessary.
SRFLTAT SOFHE) (R D — RIFER U Do not use the system account default password.
BREDHEMI D 7HI> MrE, BRAULTWVRWRET DD FOBIRERIET 5. Be sure to delete unnecessary accounts, such as accounts used only at configuration time.
B—) NYEEN(CIEE T BIRIE. BRISICROU—20y0%NT3. o BMEETRICERTOIT When you are physically connected to the server, lock the screen when you leave the office and
I hEITS. be sure to logout at the end of the operation.
H—)/ANVE— MEGR T DR, —ERMIRMELTORVWEICROU -0y %NS, e, #EE When remotely connecting to the server, lock the screen when not operating for a certain period
THICEBITOI T NETD, of time. Be sure to log out at the end of the operation.
H—) (D TIURFET AT NOIIHERFSE T, FEEET SRIFRTIHE T sudoZ BN TR Do not give special privileges to accounts for the server operations, always use sudo to perform
FEITS. operations requiring special privileges.
EREREEI DTNV MME. BHBEDH O FIRECDOHRITI . Account with administrative authority should be issued only to the user who applied for it.
FRRICHIE D TESZRF AT EICIL—IVESFRL. SEEET £3(CT 3. IL—ILOREFD - MEEE Regarding the application, create rules for each system and leave trace. Formulation of rules is
BAICTRES 3. decided within the site operation department.
Fe, HEZETIHAE. EF2LUT A MREBBUCERIL—ILTHD MR TENE. FFEE Also, in the case of outsourcing, if it can be confirmed that it is a contractor observing security
HKEOEMIL—ILICEES, measures, it is left to the operation rules of the contractor.
L, [prEEmGEmTETy [enmceuTanRTS. e e State the following in the application form.
> hoER RIEEEIN (operative) sccounts - system used
- BREEERY managemen - Application date and time
- WEES (BREEEOBAEEEZCHILTI) - Person name (In the case of a contractor, also specify the name of it)
- AT S DB - Purpose of authorization
- HEIROEAMR(OE0ROB~0E0F0H) - Period of authorization (O year O month O day ~ O year, month - day O day)
- BEREFLUT A BESFLE U1 NEREDSER - Signature of information security officer or site administrator
FI1E E. THD SOBMEIUEEET 5. Perform inventory of accounts at least once a year.
R . o R -  The password for the account is to be set to 8 or more characters including three or more
FHIY NMCRETB/RD— K& [AXFRF] [INSFRF] [ | [REFSNDRS] . . e " A
_ R elements among "upper case letters", "lower case letters", "decimal numbers", "non-alphameric
D55, 3IDULOBRESVEIFYULICHET 3. "
characters".
B _ _ When authentication fails for a certain number of times, temporarily restrict communication from
B E—EEREMUIBAE. —FH[CUZIBRTH SOBEEHIRL. BIRE(ICLZHIRBERZRE Ny . .
the connection source, and implement a system for cancelling the restriction by the
I BHEHENET .
administrator.
N . et - When operating the server remotely, use an authentication method (public key authentication
) U MASHMES B, /R~ KIZIEMA RIS (AMBIBIEAT) ZHA Y3, perating the server remotely, use an authenticatt (public key authenticati
method) other than password one.
Grant necessary authority according to the role of account and implement appropriate access
FHOY CORRNTEU T, RBMEREMS U, BIR7IELII> bO—ILERET 2. control.
y H—)ZUE— MO SIEMET DIRE. SHERDIPT KL RFICKDIRERIRERIRKZ IR T S, Controlling Access to the When operating the server remotely, terminals that can be operated are limited by the IP
2-3 |/ A7 IR "
Server address of the terminal or the like.
EHNIC T O RBIO D Z R TE BEHEAEET . Apply a mechanism to check the access control log regularly.
FIEL . POERHIEORE L EEMT . Review the access control at least once a year.
NTPE —) (h'S IERIRSRIZEH S 5. Synchronize the correct time from the NTP server.
0S. BV MO 7OOJA 2R, KOO, AR~/ S2AFL0TEBIET 5. Retrive OS, various software login success and failure logs, event/system logs.
=N L ET N 72 . g~ . &
W fD. - (When) , £ZT (Where) . 77 (Who) . i (What) . BE (Why) . £ § X 5W1H To output a log containing "when, where, who, who, what, why, how."
2-4  |EEEEHEHE SI1C (How) | 28000 %HNT 3. Audit function
—EHMOO00 %Y —)(LICRF S BHEHZT . Apply a mechanism to save logs over a certain period on the server.
H—) (LICRFESNZOJ ZERNCHNBR ML —SABRL, RETS. Logs saved on the server should be periodically duplicated to external storage and stored.
[WEstEDB2 Y T ~O T 7 OERSY —) BRI E R T 2. Periodically check the use of vulnerable software and server management status.
SRRACH ey F RS B, ;pp\y patc:ES fu; kr:(o‘wn vulnel:lf:':lttl:s ortdehfects.‘ oot atel aftr the endof
N ., N an operation check is require e patch, a e patch immediately after the end o
25 |&myorory ) IR IR ST RAR, WFREAT . BT 5. Various software o« ferequireciorihe patch, apply fhe patch mmedately ater
JCy FERN TS A LR SR 5. perationchece. ) )
1f a patch application is impossible, apply alternative solutions.
27 |ons BAA 2B IUDNSL I— ROBRRRZIERLUIZ LT, BRIKRCTEENHDHEE KA > ER NS After grasping the registration status of the domain name and the DNS record, update the
MBI D, domain registration information if the registration status is inconsistent.
SRFIEEDA X~y 7y T RT3, Prepare image backup during system configuration and building.
WRCEENE UIIBARE . BBITIEU TA A=)\ I Ty T DB (TS, Update image backups as necessary, such as when configuration changes occur.
28 |[NwoTyT Backup
Ny o7y I =BT B, UTFEEHT 3. When acquiring a backup, consider the following.
- BB - Appropriate generation management
- MRE, ERBRESORESTE - Storage method for distributed storage, remote storage etc.
29 SBEFORRICHNT, SR7 L LOBEFT BIHERMAICHTTPL 2R 08 S £ SR 21772 Performance design Adopt performance design so that HTTP response is returned within the expected response time
3. 9 on the system even under a heavy load condition.




FOCFMOIE, [E&E] DER] MR BREOLAIVEREL, BBIGU THRTESLD(C Concernig access control log, set levels such as "warning", "attention", "information", etc. so that
2-10 |7oLREE Access control

EEN it can be checked as necessary.

e v ‘ We provide a mechanism for centralized log management that enables SIEM (security
2-11  |EsEHgEE Audit function information event management).

RELIZOVE. BECHUTHRTESDLSICT S, Make it possible to check the collected logs when necessary.

Do not use protocols where important information such as passwords flows in plaintext on the

212 |m@sit Ry NI~ £ (RO~ REOBEHAELTRNS IO FULEHIB LR, Encryption e where important information such as passwords flows In plaintex

WebPTUsr—3> (£#) (CHMF Bt 15 5 Security measures for web applications (general).

No MR ESiGEE] Action Item
Issue to the administrator an account with administrative privileges and one with general
BRECE. EREREET3TNT NE—BIEREET 3THD MERTL. FIBEICE. —HE ) ) privies ¢
) privileges, and issue to the user an account with general privileges.
REHYBTHI> NEFITS 5. ) ) ;
P The administrator operate with an account having general authority for tasks other than the
BRECHNTIE, EEEBLNE—AREREES BTN NTIMFETS L5103, ) )
administrative ones.
F—0FND> MESONAE THATZBRELT S, ) ) _ :
Sharing the same account among multiple users is prohibited.
LT S RO, DO 27 R o e o o s one b e ovstcnsoarmy e,
r rmati i .
EORBEGRAIRD, 700> PORFEHETS. When sharin a:co nts, manapz them usin :re ister. Also, in theuca:e of outsourcing, ifit can
), . a ), 1T
709> MORRCHIES TR LR CERT S, S AEETSHAL, Fa VT be conﬁrmedg that i‘: isa concragcror observwr? secirit measures, it is left to the o erafion rules of]
R USRI THB T ENRRTENG, SREEEOERL—LICEES, 9 v ' P
the contractor.
FEBICEATERET S Write the following in the use register.
-FIBS AT o . 9 gister.
- System use
- AR Ay lication date and time
HRES (BRELEOPLERELCHETS) P"" . ¢ contractor al -~ o
RS AT erson name (In the case of a contractor, also specify the name of i
<P oBER e o e
- Account sharin ose
- BRE(O#OROB~OSOROR) P: ‘c:i of serl(Cg)puer: O month O da: O year - month month O day)
- VT BEEORS riod ofuse (o year L month & cay ~ L year v
- Signature of information security officer
S dministeri
) e EIR(RE) T BT A erver administering
31 > hoEE EIMEREET 7N ML BEOH S IHIRECOHRITTBLIICT S, (operative) accounts Accounts with administrative authority should be issued only to the user who applied for it.
HBICHRED TESRF LT LI —IVENR L. EFERT £510T5. JL—LOREES - NERE |management In applying, we create rules for each system and leave trail. Formulation of rules is decided
EAICTRET S, within the site operation department.
S, HEERTDHAE. LF1UTNREZEUSTAL L THBT EARRBTENE, K Also, in the case of outsourcing, if it can be confirmed that it is a contractor observing security
EEDERIL—ILICEES. measures, it is left to the operation rules of the contractor.
BT EBEY 3. State the following in the application form.
-FASRF L - System used
- EERER - Application date and time
- XRES (EREREOBEIRELCHRT D) - Person name (In the case of a contractor, also specify the name of it)
B EED) - Purpose of authorization
- EROEAHM(O£0B0B~0F0A0R) - Period of authorization (O year O month O day ~ O year, month - day O day)
- WRCFEL VT EEEFEG U1 NEREOESR - Signature of information security officer or site administrator
FIRUE. FHD> R OMEUETS. Perform inventory of accounts at least once a year.
) _ The password for the account is to be set to 8 or more characters including three or more
FHDY NCRES B/ (20— RIS TAXFHRT] INFHEF] T | TESFUADRS) ) )
i - elements among "upper case letters", "lower case letters", "decimal numbers", "non-alphameric
D55, 3IDULOBRESOELTFULICRET B, N
characters".
J (2D~ RZBIEC—EEHEBUBE . YHT7HD> ME—HNICERRICL. BBECL3ER If the password fails for a certain number of times, temporarily disable the account, and
R RIS BHBH T . implement a mechanism such as unlocking the unusability by the administrator.
)R U MBI B ST K DS (MBS FFET S, When operating the server remotely, \..ISE an authentication method (public key authentication
method) other than password authentication.
Grant necessary authority according to the role of account and implement appropriate access
FHY SOBRITHLT, REBERENSL. BIRTIERI> MNO—IVEET B, control.
) -/ UE— MY SIRIET DI, HARDIPT KL REIC & DIRIERTRBIAZHIRT 5. When operating the server remotely, terminals that can be operated are limited by the IP
32 |7ouREE Access control :
address of the terminal or the like.
I O RO R TE B BH NS . Apply a mechanism to check the access control log regularly.
IR L, PO CAHORE L EERT 3. We review the access control at least once a year.
33 |%& 7TV -3 3 OF T A0TENET 5. Audit Acquire the access log of the application.
5 B} We conduct di t applicati d conduct
FIUE— 3 MEBCRBISIEEEL, UU—RLURE, PSS 3 SCHS BREHS] AN and condu
>4 |mE EFIERLERIES 5. [nspection \ﬂllegalso‘ con;u:f v‘ulnlerab'ht diagnosis wyher:.necessa such as when making modifications to
i i : i ificati
FIUT—SSEEELLBAR, BBCEL TRBERIERIET 3. con ¥ disg s 9
the application.
FIUT—2 3 BIVY— ERICREENE U ROEIRCABRT — 5D/ D7y T %475, Back up data necessary for recovery in case of malfunction of applications and services.
e, ERFIREERT 3. Also define the recovery procedure.
35 |N\woTvT Backup
Ny OTY TERBT B, UTFEEET B, When acquiring a backup, consider the following.
- R - Appropriate generation management
- SIRE, BRERESORETE - Storage method for distributed storage, remote storage etc.
U — Estabilish and manage necessary procedures for program registration, deletion, etc. in the
production environment.
Separate th t of files under devel t dification from th
36 |mEAnE MRPFERMEEROTOIS AT 7 AILEABTOIS AT 7L, HHLTEETS, Tampering countermeasures | "o o < e management of program files under development or modification from the
production ones.
S Ihn ‘t:e production environment of the Web site, only modules of executable Web applications are
eld.
J—)ETWeb7TUs—33 Server web applications
N - T mno ronsq. OUTO MEERL, BEOTHDY NI EABOOIA SKRBE, FE e b app Perform a mechanism raising alerts, to monitor logins and logouts of accounts, to detect illegal
37 |>EERWEIZTHOS - administering (operative) '
RPOCRERAU. 75— N LS BHBH NS . accesses such as a large number of login failures to a specific account.
e accounts management
» FOCIHWOTCEEOI . [EE] CEE] Bk REDLAVEREL. BEICEU THRT Set access control log and audit log levels such as "warning", "attention", "information", etc. so
3-8 |7 A Access control
EBLS1CTB. that they can be checked as necessary.

| ¢ e

No

41

- JOY5E2Y) (CBF BT« 15 Security measures concerning web application (design and programming).

R

DORYA RROVTF+ 20
BSES

E =]

PG IR (ANF—IN5, HTMLETPSQLR Z IO FIIC BRI MEL TS, UTFE
U JEHTMLERBS (LT3,

Classification of measures

(S A—FZHTMLOTBHTF X ~AICIBHADIZE . AT IIBETS.

(S A—FEHTMLOS I BIHERCIBOIADIBA L. Y5+ D JIBz{T\. FIRMEDEES Tl
DA—RERIFSINIA—RTILB.

IS A—FZHTMLOURLEMHEA(CIEHIADIHEE. URLAELIEXF TR SN TOSH(FH LR
XFNEENTORVNF LY D%, BHA S IBET, FIREDEET TV A — hEE
SONIA— T B,

TR THNSE, ROSNABLUSHIAN TERBNLDICT B0

F—IR—ABLUT 7 AN SHHPAAIET — 5 FIF A IR EATS.

A8 (RZAVTURLEEN T BIBEE. RF—VEREZET 3.

NS A—FEHTMLOA N N\ RSEIEBERITIBDAFR .

J(SA—FZEHTMLOR D VT RIL A SRICIBMARER .

IS A= ZEHTMLO I A > bAITIBSHIAZFERN,

(S A—FZEHTMLOR S A LS — MEEERS I TIBMAFR .

FIFRE(CH U, HTMLY D lavaScripte SO FIID AN [FFF] LR,

URLEHDIBEEE. Thttp : //) 12 Thttps : /] TWEFEBURLOHEHT T BLD(CTS.

<script>++ </script>BRONE & BN (CERM LBNESICT B,

REA I — NSRS A " SEDIADD LD IC L.

HTMLZ+X hOADZEHT I BHEEF. ANSNEHTMLTFR M SEXRFARZIFR L. ROUT b
ZEFRWELRBROHEMETS. HIMLFFINIHU. #AI3BHRE RO« hUX ~AR
THIHT B, )

Cross site scripting
countermeasures

HTTPL AR ZAw S dDContent-Type I —)L RICXFI— R(charset) DIEEZITAD. 28
Content-Type 7« —)LR@IZF VDI 7AINIAT E—HITZEDERT .

LRARZZAwWH(CIE, X-Content-Type-Options:nosniffEZftd 3.

Action Item
The sanitizing process (replacing HTML tags and SQL statements with other character strings
from input data, rendering it harmless, the same applies below) is done at the time of HTML
generation.

When parameters are embedded in normal HTML text, sanitizing process is performed.

When embedding parameters in the HTML tag attribute value, sanitize them and enclose the
value in double or single quotes the tag attribute value.

When embedding parameters in the HTML URL attribute value, after checking whether the URL is
composed of appropriate (whether are included) or not,
sanitize and enclose the tag attribute value in double or single quotes.

If possible, make sure that you can not enter anything other than the specified value.

Sanitize the data read from database and file.

‘When outputting URL using relative path, consider schema omission.

Do not embed parameters in HTML event handler attribute value.

Do not embed parameters in HTML script element.

Do not embed parameters in HTML comments.

Do not embed parameters in HTML style sheet specification part.

Do not allow users to enter strings including HTML tags and JavaScript.

‘When outputting the URL, only URLs beginning with "http: //" or "https: //" are permitted.

Do not dynamically generate the content of <script> ... </ script> element.

Do not allow style sheets to be imported from external sites.

When inputting of HTML text is permitted, a parse tree is created from the input HTML text, and
only the necessary elements, not including the script, are extracted. (For the HTML text, extract
the permitted elements with "whitelist method".)

Specify the character code (charset) in the Content-Type field of the HTTP response header. The
Content-Type field shall return the one matching the file type of the content.

Attach X-Content-Type-Options:nosniff to the response header.




Cookie BERDIMAVHE LT, FiT9 S Cookie (C HttpOnly EiEZINZ. TRACE XV REHME
3.

OORYA RROUTF+ 2 CHDRIT SOTOREEERET DL AR INY I #RT .
Protection] 1> [Content Security Policy | %)
(GREAESI)
- X-XSS-Protection: 1; mode=block
: XSST A ILIMHEN A (TR0, XSSHRERAIL, RITSER
- X-XSS-Protection: 0

( [X-XsS-

I XSST A IAENCT B
- Content-Security-Policy: reflected-xss allow
I XSSED I« LU I EFNCT 3.

- Content-Security-Policy: reflected-xss filter
: XSSHEDT LY U I BERRICT 3.

- Content-Security-Policy: reflected-xss block
: XSSHBDT A LU IEHNICT B,

ERLARDZAYIICHIEL TV EDHN BT ST CL D> TRBD I, HWRELDWebH 1 had
ERFIBRRCEDRENAY I ZERT D,

As a countermeasure against leakage of cookie information, add HttpOnly attribute to issuing
cookie and invalidate TRACE method.

Return a response header that enables the browser protection against cross site scripting ("X~
XSS-Protection ", "Content Security Policy” etc).

(Setting example)

- X-XSS-Protection: 1; mode=block

: The XSS filter function is turned on, it detects an XSS attack and does not execute it.

- X-XSS-Protection: 0

: Disable XSS filter.

- Content - Security - Policy: reflected - xss allow

: Disable filtering of XSS attacks.

- Content - Security - Policy: reflected - xss filter

: Select filtering of XSS attacks selectively.

- Content-Security-Policy: reflected-xss block

+ Enable filtering of XSS attacks.

As it depends on the browser level of support of the above header, use a header that matches the
recommended environment of the target Web site.

ANfEF Ty =S —)WITITS.

WebJ 7 — ADFTFR CAHNBEEN SEEND/ (SA—FDANEF T v I%ITS.

WebJ — ADBERBR(STARY > - FT Y IRy IR - BREEUZ MR E)TEESND/ (S A—5D

Parameter tampering

Perform input value check on the server side.

Perform input value check of parameters passed from the text input controls of the web form.

Check input values of parameters passed in selected controls of the web form (radio button,

42 [N(SA—TBSAMH ANBF TV I%ETS, ountermeasures check box, option list, etc.).
hiddenJ « —)L RTEEN B/ (SA—IDANEF T v I%EITS. Check the input value of the parameter passed in the hidden field.
DTUXFH TEEND/SA—FDANEF TV %7, Perform input value check of parameters passed in query string.
HTTPUO IR MY S DANEF T v I%EITS. Check input value of HTTP request header.
ANEF T v %S —)WITITS, Perform input value check on the server side.
4-3  [Cookiede&A Cookiel[CHEMENTNS/ (SA—FIDADBF T v I%ETS. Cookies tampering Check input values of parameters stored in Cookie.
CookielCEIE1—HIDREEANDIHBECIE, BESETS. When entering a user ID etc directly in Cookie, encrypt it.
SREBD B D) (S A — 5% A— LAY D DREIEE L. Do not specify external parameters as contents of email header.
44 |e-mail27—7 S0 (S A TEA— N ST SBOE. MR AR SRS, E-mail spoofing To specify external parameters in the email header, eliminate dangerous characters such as line
feed characters.
SQLSZDAAHILTIC) A > R EER Y 5. Use bind mechanism to construct SQL statement.
) > REBHFIR T ERVMBEE. SQLIDMH I TICAWNS/ (SA—F(IH L. TR —TB%FT If the bind mechanism can not be used, escape processing is performed on the parameters used
5. SQL injection for assembling the SQL statement.
45 |SQLYI>S TSR — — i
SQLXDHEHITICANB/SA—FCHU. ANEF T v IETS. countermeasures Perform input value check for used for SQL statements.
Web7T U —< 3 ([CEENS) (S A—4 [CSQL A BFEE LR, Do not directly specify the SQL statement in the parameter passed to the Web application.
TS Xvt-SaTDEEISITCRRLAL. Do not display the error message as it is in the browser.
T ————— Do not implement implementation that can directly specify the file name in the web server as
. _ FRATERVEA. J7AILVEM<KBRREET « LU NJEBEL. NI 7AIAICT« LU KUK [Unchecked path name extermal parameters.
w6 i\x@./bx—f@*?zww BN E DTS, parameter and directory If the above can not be done, specify a fixed directory when opening the file, and make sure that
T4 LI YRS/ (—BILHR the directory name is not included in the file name.
traversal countermeasures
D7 ANBEIEET B/ (SA—FTEANEF T v IV, BEHUHROSNET7 A ILEDHRT For parameters that specify file names, check input values, accept only predetermined file
HIBESCTBN. BEFOHBIIBELSCT B, names, or accept only alphanumeric characters.
47 PvIO-RIFZAIVCLSZH (S80S T 7L ET7YTO— RIBHEERE. WebD—/ (D RF2A ML— hFo LD hUBSHIIEH Upload file vulnerability When uploading files from the outside, store it in a directory other than the document root
fiied ITBLICT D directory of the web server.
A S DENEBEETNT, Web7TUT—> 3> ORFRFLSECHARSNTNIAY S HNBAPL Do not directly output the header, use the API for header output prepared for the execution
htpAw S - 1SS 1o5as wEAET S, ) ) Http Header Injection environment and language of the Web application.
B | N SENRAPIHHITI— REENCMETERBAR, BTEHALRVLDS, BEEESTEDS| When the header outputting API can not properly process the line feed code, the developer
IR ERMET D, properly performs processing so as not to permit line feed.
SN SOANDRTIEONT, BT~ REHIRT B, Delete the line feed code for all external input.
STVERHTEZEEMEORIRTRI S, Avoid using language features that can invoke the shell.
HIZ(EPel TI 7L <IBA. openBIMDIiHD D (Csysopentiz AT 3. For example, when opening a file in Perl, use the sysopen function instead of the open function.
B AT BEEE. BRI CET/(SA—DDANMEF TV I%&IT. BHADT 5% When using a dangerous function, check the input value of the parameter passed in, and enclose
S2ONIA—RTLL B, with single quotes the data to be embedded.
49 0SOY> RAZ2T U238 |FRANEF T v I EHEHNUHROENLIT 7 AIINZOHRIHIZLSCT BN REFDOHZFT |0S Command Injection Also, check the input value so that is accepted only the predetermined file name or only
£ 113L35(CF 3. countereasures alphanumeric characters.
STERWTEZEEMEEAMT BB, TO/(SA—FEMBTZRTORRICHLTISAT When using a language that can invoke the shell, make a client check on all variables
> RFIVOZET. H5NUHHAENIEDOHNRITENDLDICT D, constituting the parameter so that are executed only the processes permitted in advance.
DSAT > M SEENIZING A — S Z BIRIZBIBITE IR, Do not pass parameters passed from client to dangerous functions.
Perl Tl3TaintE— RZEAET 5. Use Taint mode in Perl.
410 |eval{>TTOSISHE  |BEOBIANEEEST D, KDL MU NTRTADBF Ty OEHS. :z:‘t:]r:::;we To reject malicious input values, check the input value in the whitelist manner.
1 U R SN TR SR I Make sure that pages that should only be displayed after authentication are not displayed before
X Forced browsing authentication.
R e countermeasures. Prevent pages without access right after authentication from being displayed due to inference of
B (C T 7 I EDRNAS — 5% D 7 A VEOIENR & (C &> TRRENBNK S LT 5.
file name or the like.
AT (PO ER TSR NEETIRA S, (REOH : PHP. Perl. Java) ztsce)\anguages that can not directly access the memory. (Examples of languages: PHP, Perl, Java
Buffer overflow
412 [(RyI7A—/)—TJO-MRK |EEAEVCTICATEZSETORTZBEE, PICATEZSETRLRT B ERIMRICT countermeasure When writing in a language that can access direct memory, minimize the part to be written in
. C. C+. 7E>TS5%) that one. (Examples of languages: C, C+, assembler, etc.)
MESEMMEESNT/ (-3 > D51 TS UEERT S, Use vulnerability-patched versions of libraries.
v 3 ERICHAT 3 Y 23 YIDRITUXFI TOW DEMDZITHR. Do not exchange in the query string the session ID used for session management.
7y S 3 VIDEEHEMREOICTBHIC, 7y 3 >IDCEOJAVID. A—LF RLABREMAN In order to make the session ID difficult to guess, we do not use information that other people
A0S BHHEFBLE. can know such as login ID, email address as session ID.
YA ERREEENT BEUC. EyS 3 IDEEET S, Each time a session variable stores a value, it changes the session ID.
Yy 3 IDERS IS LRMEERBL. BEMC LN, The session ID uses a random value, not a fixed value.
T —— The session ID is set to a sufficiently long number of digits (10 or more digits) so as not to be
guessed.
7> 3> IDEURL/ (S X — 5 [ LR. Do not store the session ID in the URL parameter.
Y3 ERTERYS3VIDDHTERL, I547> hOIPY RLATEERETS, In session management, it manages not only the session ID but also the IP address of the client.
N - o [OTAREICH U EyS S AT B LSICT S, Session hijacking Make sure to start a new session after successful login.
4-13 [y 3 /\ASv v IRk _
BUL (. OTA RIS, BIFOT Y S 3V IDEFRICHBIBRERITU, N—S0EBHCTOM |countermeasures Alternatively, after successful login, confidential information is issued separately from the
=BT D, existing session ID, and the value is confirmed at the time of page transition.
w3 BRETROVNEDS ZDR—TIHESLEE (https)ZFHB T 3. For pages that require session management, encrypted communication (https) is used.
BES{LiE{E (https) THIA 9 B Cookiel [FSecure/BIEEMNZ 5. Add Secure attribute to cookie used for encrypted communication (https).
w32 ID%Cookielctty T 35BE. BMHIRORECIRT . When setting the session ID in the cookie, pay attention to the expiration date setting.
T —— j::he expiration date of the session and invalidate it on the server side after the expiration
I—FH(RD— REREEMU LU THIEX 158301 -F7HD> Oy oL, AT If the user mistakes the password consecutively more than the specified number of times, lock
BOESICT B, the user account and make it unusable.
-S04, Bl LT ERMRFZTORVESEEINCOITD N BREEET . Set automatic logout for the logged-in user, in case of a certain period of inactivity on the screen.
T O3IDDHHEDSBENITNHETS. Adopt one of the following three countermeasures.
1. UBZERITI BN—T%FPOSTAY Y RTFIEZRTBLSICL. ZD Thidden/{SA—4 ] (CHHEET 1. Access by POST method the page executing a process. Generate automatically the previous
WOIBASND LD, FION—SZEHERL T, RITR—STRERZOEHIELWEEOHUEERITS page inserting secret information in hidden parameters, and excecute the process in the
414 |CSRF (ZOZBAR-UST 13, CSRF (cross site request executing page only in case of right values.
2 DA-TTU-) 2 MIBEFETT BERDON—ITHE/ (RD— ROANERD, FIFR-TTE. ANEhf/ (R0~ K |forgery) 2. Request again the password input on the page immediately before executing the processing,
HELVMEEDHMBERITT B0 and on the executing page execute the process only when the entered password is correct.
3. Referer X 5N TEBARELVNU S DTN ERRL, ELWVBEOHUEERTISLSICT 3. When Referer is sent, confirm whether it is the correct link source, and execute the process
3. RefererfESNTIRMBERIS—& U, WBERITULL. only when it is correct. If Referer is not sent, it is an error, and the process is not executed.
TORRHREEEC LB MENEENBERWeb YA MIE. /(RO — RICLZREBROANELELT A Web site that requires defensive measures by the access control function is provided with an
PR - BRI ERT S, Lack of access control and  |authentication function that requires input of confidential information by password.
SRALHRAEICINX TRAIHIHOIIEERE L. O+ >HORMEMBACKD FELTI /2 TS [authorization control In addition to the authentication, implement authorization control to prevent access from
£51CF 3. logged-in users who are pretending to be others.
IL—LEFHBTBHEE, FIL—ADURLENID/ (SA—INSERURBNELSICRET D, When using an iframe, do not to generate the URL of the child frame from external parameters.
i For a Web site that dynamically implements the redirect function of the page that the user
FIREN OIS RCBWY BR—SDUS ALY MEEEEBRCRE T ZWeb+ MIDNT, UL
- ~ X N - moves after logging in, allow only the domain of its own as the value of the parameter used as
416 |J1 v UHROMmE LI PRDRLELTRAZNS) (SA-SOMIEE, BEOFXA>OHEHTTSESET 3. Phishing scams the URL of the redirect destination.

FEER (BEROBAER®. SHCEIIRELILOBES) ZAN - BRI IN—TIFEV SSLIE
BEZIEL. Yo hOEEEZENRT S,

A page that inputs and displays important information (customer's personal information,
confidential level information etc. at each company) acquires the EV SSL certificate and certifies
the operator of the site.




GETAYw RICKZHEHBE LN

Measures against

(Y—=R3— KL E1—DREHE)
BYUENY -2 D — REFITYOTBED. BOREY —ILEESHEEEMANS.

417 GETAY Y RTA—H&) (2D~ KR EOBBRIBHERE LA, information leakage by GET |We do not send important information such as user name and password with GET method.
R method
— -~ - B—) WITRIEL TV BBIREUBRON—STHEAT B C VT UFFIFEGhidden T« —ILRIC The information held on the server side is not stored in the query character string or hidden field
FIUT =232 ADI S A~ Parameter type to 3
18 | AL, cation s0 that it can be used on subsequent pages.
FOCRIECET BIEHRE O TUXFIFEZ(ZhiddenT + —)L RICHE#H LAV, Information on access rights is not stored in the query string or hidden field.
HTMLAO XS NCBBRT —90ZDRER. J7(LBEREUL, M Do not write important data, its storage destination and file name in HTML comments.
o |FTMLADAS NSRS [HTMLADS NIFARA— SORE 7D 7 (L ERRRLA, mati;gZ:::ge oy Do not include the save destination and file name of the private page in HTML comments.
FOR HTMLAI T X NE D 7 L oDtR]) (e iR L7a . in HTML Do not write the absolute path of the file in HTML comments.
HTMLAOX > MCZOMABOS Y HZHEREN S L SRIERERH LB, Do not write internal logic or inferring information in HTML comments.
CookieDEMHBR F L BERIKRE TS, Cookie expiration date shall be the minimum necessary.
CookieD 7 I RERERAA >, JCRASRERERET S, The cookie's accessible domain and path are minimum necessary.
4-20  |CookiedFIf BESALEBE T DERD &7/ S CookielC DV T (FSecure 7SV EREY 3. Using cookies For the cookie that exchanges by encrypted communication, the Secure flag is set.
CookielC (FEATEHR. BBBERBEALBNTEEL. 1ENTILBNHDHECELIIESEL THEN Personal information and important information are not stored in Cookie, and when it needs to
¥5. be stored, it is always encrypted and stored.
ELVREHBIRTO», OJ1>TE3, System can be looged in with right sets of authentication data only.
DTUXFHNCIE. POSTAYY RZEMELN, 1—HID, JIRD— REANRL. For the query string, use POST method, do not include user ID and password.
T - e
(TLSLO~1. 2% AT B, 172U, TLSERAFEESMESTIVT UXLELBT S, ) g T : -
(RRBESTILTUZ L about.) ) )
i OH. ECOH® (Secure encryption algorithm example)
B : RSA. DSA. LCDSA® - Key exchange: DH, ECDH, etc.
- Signature: RSA, DSA, ECDSA, etc.
P [SSLTLSESREN A 51> (33,34) | SREMTD. (REEL. J\v2aMBORSTIY For details, refer to "SSL/TLS cryptographic setting guidelines (P 33, 34)" and others. (However,
TIRLE. SHALARRLAL ) SHA-1 should not be used for the encryption algorithm of the hash f’unct\cn.) '
Fo, BERELTOBRSIL — REB[CLZEBER <o, H—)WOSORET 7 )UC. BUTFD®
AR S, Measures against personal | Also, in order to prevent eavesdropping due to cryptographic grade change on the
421 |BIEICEBEARIZLN | - pHE EXPORT suite DML (LogjamBIsHEIARE53) information leakage by commumca»non route, add the following setting values to the sewér and OS setting file.
authentication - Invalidation of DHE_EXPORT suite (It is a measure against Logjam vulnerability)
TS B (C TSI ko TT S— Ay t— SEEX TER LA, When an aut.hent\c§t|on error occurs, change the error message according to the error content
and do not display it.
(2D — ROEBHICRED) (XD — REZRRURL. Do not display the current password when changing the password.
R0 — ROZEBEHRICRED) (R D— REBANSE B, Make the current password reenter when changing the password.
/29= Mw_'_mrﬁ?tz"?gg‘ T, VLI 22 OB TRETS. (L When storing passwords in the server, they are stored in the form of salt-attached hash values,
kel JIRD— REESCANSNBEBPERDXFIIDNT &) " : . N ;
- N not plain text (Salt is a random number or arbitrary character string used with a password).
-VILMEA-YBILRERZEDEEAL T/ (RD— REBEFEDEEXFIE/ \v>1td 3. " "
S AT EES O TIT R AT LA R TSI, Vb kDX - Hash the string combined with the password using dlﬁ?rent salt for eavch user.
AP0 L B, -‘To protect against the rainbow table, which is an algorithm for obtaining plaintext from hash,
it is recommended that the number of characters of salt be 20 or more.
WEIEIRERD I — LDA— b T — MEHRZERIEL. BREOF v Y1 68T, Disable autocomplete function of confidential information form and disable screen cache.
BRI EEBRMERE RS ZHESSL/TLSOBSEELEMTS. (TLS1.0~1.2%@MT 3. I "When displaying important information such as personal information, use SSL/TLS encrypted
U, TLSHERBERSRIES7ILTUXLEERTS, ) communication (Use TLS 1.0 - 1.2, but use secure encryption algorithm when using TLS.)
(ZERIEETILTUZ L) (Secure encryption algorithm example)
- 554 : DH. ECDH% - Key exchange: DH, ECDH, etc.
-®% : RSA. DSA. ECDSA % - Signature: RSA, DSA, ECDSA, etc.
B [SSL/TLSISIEN RS> (P33,34) | 288, (ZRL. /\v1BSOBS7ILIY For details, refer to "SSL/TLS cryptographic setting guidelines (P 33, 34)" and others. (However,
XTI SHA-1EFERI LA, ) SHA-1 should not be used for the encryption algorithm of the hash function.)
S7o, BEEHE L TORS L — REBICK SRR <Teth, H—) POSDBET 7 AIUIC. BUFDH |veasures to be taken when | AIS0, in order to prevent eavesdropping due to cryptographic grade change on the
422 |EAWEEERSOE EfEZERYT 3. displaying personal communication route, add the following setting values to the server and OS setting file.
- DHE_EXPORT suite DML (Logjam 3SR sR &/23. ) information - Disable DHE_EXPORT suite (It will be a measure against Logjam vulnerability.)
S To di;p!ay important inform‘atlén such as personal information, including image files, set access
restrictions such as authentication.
ILSy bh— ROBESREREITRRS TR, Do not display credit card numbers etc in all digits.
BEEN B BRORRC OV CREBE/ (XD — ROANERDD. For display of information with high importance, ask for password again.
/20— ROBANBICYS 3> IDE 8L 3. Duplicate session ID when re-entering password.
BlEY —) AP ORI BIDICERERDT I REDH I T 5. Only the minimum access right is granted to the ID for accessing the related server.
FBEOTA>%. BICBRELRIECH\TE, —BRBITEEHT S, Two-factor authentication is used in a particularly important authentication such as user log-in.
FIBEDD A 8. BIROSEOI7D MEBEERRYT 3. When the user logs in, the last logout date and time of the last time is displayed.
_ o [PHEBDBOT OEREEELTWNVENI 7 AILEART 1 LT MBI, Do not place files that are not supposed to be accessed from the outside in the public directory.
RAMI 7 AL BHRBR Information disclosure due t
4-23 " Web7 T U —2 32 CHNT—BI 7 MIUERNBERSE, AT« LU NJICIZ—BD7 L&k unpublished files When creating a temporary file in the Web application, do not create a temporary file in the
[2192-30% public directory.
UREE L TIB R AT« LD U (CEAVRL. Do not put the collected information in the public directory.
WEEOBERIESIEL TRETI S, Encrypt and store confidential information.
424 R1FUITIBEIRD 7 1 LOT UL A SREROEDICIRET 3. Measures to save The access right to the saved information file is limited to the minimum.
Web7T UL —2a>hMRFF3ATST o ALy R, . K-, /(RD— RERSOMEED |information Do not unnecessarily store highly confidential information such as objects, threads, connections,
BOBRETF T v 1 (CRBBICHEH LU, pages, password information etc. held by the web application in the cache.
FRELWET —FRETTCT <ICHRT 5. Discard unnecessary confidential data immediately without holding it.
a5 [TIIITIIR O o kL -, 27 s R/ ERER Measures by userinterface |, ot hige the address bar and status bar of the browser.
ROBEVETF) (CEBHR (usability of site)
HTTPL IR ZAWFIE, X-Frame-OptionsAw 4 7« —JLREHH L. KA > D81 hr5D The X-Frame-Options header field is included in the HTTP response header, in order to restrict
frameEZiframeBEICLBHRHAHZHIRT B, access from frame and iframe elements containing sites of other domains.
(RIEAEHI) (Setting example)
- X-Frame-Options : DENY - X-Frame-Options: DENY
: FRTOWebR—SICHBNTIL—LADERTERLE : Display within frame is prohibited on all Web pages
- X-Frame-Options : SAMEORIGIN - X-Frame-Options: SAMEORIGIN
. - — K XA S HIDWebA—SDds T L — ARDEREFE] Measures against click : Only Web pages of the same domain are permitted to be displayed in the frame
426 |DUv IS vFIIHE . -
- X-Frame-Options : ALLOW-FROM jacking - X-Frame-Options: ALLOW-FROM
HBE LI RAA > DWebR—S0d3 T L — ARDERREFE] : Only Web pages of the specified domain are permitted to be displayed in the frame
CERFE) (Notes)
fWebR—SICEY - MERHAEE TOBHBERTOMRN ENBNT ECEET B, Please be aware that these measures can not be taken if other web pages are loading the site.
WIEER(TI BENDON—STHE/ (XD — ROANZERSD, FHX—TTHBEANSNIZ/(RD— K Input the password again on the page immediately before the one executing the process, and on
HELVMEEDHMBERITT B0 the effective page, execute the process only when the password entered again is correct.
427 |manEoREE 22DRL Y RAERFICUY —R B L TUEZTRSTOISLADBE, Oy IRiEEHERL, e Race condition vulnerability In the case of a program ivn V\{hich two threads simultaneously use resources to perform
BT, processing, the lock function is used so as not to stop processing.
SO L - BB, B S SBIGENEC LD, YT KLE1— &5, (& When:\ crgating/improvmg the program, the source code review. is performed by another person
ORREE T TS, I TSI TV S ATLSNTLAY) who is different from the develz?per (whethgr known vulnerability countermeasures can be
G performed or not planned functions are not incorporated in the design)
428 |V-Z3-KLta-— Source code review

(How to carry out source code review)

The person in charge checks the source code or it is used a static inspection tool and similars.

ﬂ%l:ﬁﬁ@'étqil')?—»(ia‘ﬁ Security measures for communication.

No SRHI SRR n of measures Action Item
[ U Install a FW,.appIy appropriate filtering mechanism such as allowing only needed
FW (D772 —)L) O communication.
5-1 . _ Installation of FW (firewall)
& FWOB(EO0 #—EMMEE L. ESNICOJDRRES 5. Save the communication log of FW for a certain period and periodically check the log.
S BBBUTHERETS. Also, change the setting as necessary.
Install IDS/IPS etc., | h 1 tect it ithori: hich
IDS/IPSHEMEL. FWTEISRISIRER 7 S e BRI, 5L < BT BAEaERT. nstall IDS/IPS etc., and apply a mechanism to detect or prevent unauthorized access which can
. not be prevented by the FW.
52  |IDS/IPSDE — — Installation of IDS/IPS
IDS/IPSDIBEO D = —EHMREFEL. EMNCOYDRRET S, Save the IDS / IPS communication log for a certain period and periodically check the log.
S BBCBUTHERET S, Also, change the setting as necessary.
o —— Provide a mechanism to encrypt communication between client servers or between servers as
necessary.
FRCUE - MTPIURT SRERERRSICT SHEHEIRT . Likewws:when accessing remotely, use a for encryptin
53 |msit BEDHESLH) Encryption - Ofgmmmuniyo'mn) Yping
- IP-VPNOFIR £1P seclc £ BEESHE p ry"”P . Z i
D se o and encryption by 1P sec
- Use of communication by SSL




v hO—TBEREAF L. Ry M- OOMWREIERT B,
Ffz, Ty MO —ORRROZEERERMT D,

Obtain the network configuration diagram and grasp the configuration of the network.
Also, manage changes of the network configuration diagram.

F%EEW’(:’Q#:L UF A LAIVEREL. LALICIEU TBAIY BHEH T,

54 |BE v hD—OBBOOIEEIET 3. Management Manage logs of network devices.
Ry ND— ST DS NEBECE LT, 2288 [Ty R IA—A) ERBOMEEET. Regarding account management etc. of network equipments, take the same measures as in
paragraph 2-2 of "platform" chapter.
v hO—IHBORERRELECHUT, /W IPYIT T, Back up the network device's configuration information as needed.
18OFRY MO—IHENMERFAICRS125E, 268BCNDBEXHBAEMIRE, BEZFEILSE Provide a mechanism to switch to a second network device, when one network device becomes
55 |woFvT TRMEEHENET Backup unusable, so that communication is not stopped.
v hO—ODREEEE) (Y OTYTULT -5 Ry bD—OHEBRERT & (SRIRICRET Data that backed up the network configuration information is stored in a different location from
ED the network device installation location.
Ry NO—-ORBOOIEIRET BH—) (2RIT3. Provide a server to collect logs of various network devices.
56 |emmes SIEM(tz 2 UF A IRSA RS NER)STR, O —REROHAS RIS Audit function We provide a log unified management system that enables SIEM (security information event

management).

Set a security level in the audit log and provide a mechanism to notify according to the level.

nﬁwﬁﬁ%*l:ﬂﬁ?%t#ﬁﬂ);»v 5 Security measures concerning in-house terminals.

No RN ESCIE] n of measures Action Item
BEHPOTHDY b FBETHDY MIRI RIS B, | The account of the management section and the user account are necessarily given separately.
BEHOTAU hE FREDOTHDL MITIAISRETERL, EEI S, BERCERLET Change the default settings of the of the administration department account and the user one. Be
NI MRERBRT NI MIBTHIET B, sure to delete unnecessary accounts such as accounts used during configuration.
D. A—HIDOHETHD > MEFR T BT EFRAFEIET S, In principle, it is prohibited to create shared administrator account ID and shared user ID.
e e e
B2 UT A REEORBEMIEDD, TR PORMETAT S When sharing accounts, manage them using a register. Also, in the case of out‘soum’ng ifit can
PO CORMICHIZO TIHAHERLTERT S, Fo, HEIRTIIHAE. EFaUT3 o o ' . !
N ) IS LB LS - B C A UL S LD, Account management to be confirmed that it is a contractor observing security measures, it is left to the operation rules of|
6-1 RIRFERIRURDTS manage (manipulate) the contractor.
FHO NEER
BT EBRT S, company-supplied terminals _
gy Wr\ste :he follo:/lng in the use register.
~ R - A:iliecr:tiu;: date and time
USES (RREREOSAERELERILTS) - Person name (In the case of a contractor, also specify the name of it)
HRTETHO b - Account to use '
7RO ORREN - Account sharing purpose
-HIRER(OFOROR~OFOROR) - Period of use (O year O month O day ~ O year - month month O day)
-1 U EEEOBS ‘ i f
- Signature of information security officer
_ - B N - Management of equipment i i i i
62 HARY ND—ONERY B8 |6 U< E BREF VT« BEECHAEHFT SNTRRSMEARY ND—D(CERTZ TS connected to internal Prohibit connecting to the internal network with devices other than the provided ones or the ones
BOEIE ERIET B, allowed by the information security officer.
network
. i ROV MO T FEERT S, Software vulnerability Apply the latest software patch.
6-3 VDI~ T SIS TR IR S EEA L. BT, MRS, response If an operation check is required for the patch, apply the patch immediately after the end of
operation check.
64 |z BREF1 VT BEENRBELLDILAMRY I bEEAT 3. ntivirus Install antivirus software certified by information security officers.
DAIZHEY T bDI\G—>T7 A, BIFDOI7 A EBREYTS. Apply the latest virus pattern file to antivirus software.
65 |/woTyT RECEU TS RT MBI DA X —2) Wy Ty TRE, SRF ABEBOUA/(UCDEREETS.  |Backup Ifnecessary prepare a recovery CD from system failure such as an image backup at the time of
system configuration.
6-6 |BESIL J—FPCEEMTBBEFA N —SEIESET . Encryption When using a laptop PC encrypt storage.

5> MG OTF 1 UF 1 35 Security measures when handling incidents.

No SRR EiEE Classification of measures Action Item
Contact when incidents
71 [ASSFUNRAROWE | SF MRS, MNES ST, on acd‘” en incidents When an incident occurs, follow the contact method specified by our company.
occurre
T To prepare for incident occurrence, prepare in advance, for each system, recovery procedures in
case of system failure.
72 |mEEs overy work — e - — —
. tem, St i ling te
[ o S BRI S, or each system, perform the system restoration according to the recovery procedure at the
time of system failure.
(ST MRECRA. SATLCEIRNGEBSN CORRT 5. To prepare for incident occurrence, prepare in advance, for each system, emergency responses.
BRBIIRNEES 55 Tld. SAF A EICEDSNEBRIBIC T, >S5 NEREBIES ‘Apply temporaly measures to prevent recurrence of incident ntil the permanent measures are
Implementation of measures | !
73 |mERmBLEOESE 3. specified and applied.
to prevent recurrence
= N - In order to prevent recurrence of incidents, identify the cause and promptly implement
A2SFY NOBREY IIC, TOREEREL. BRI EROD CHRERET 5. P ! v >e and promptly imp
countermeasures after establishment of recurrence prevention measures.




